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State of AI for Insider Threat

- Classification of threats
- Anomaly detection
- Predictive analytics
- Risk scoring
- Text analysis
- Image recognition

UAM

DLP
UBA

SIEM
UEBA
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An Insider Threat-Adjacent Example

The city of Rotterdam used a supervised machine learning algorithm to 
generate a score for individuals most at risk of committing welfare fraud. The 
algorithm used 315 different attributes such as age, gender, language fluency, 
number of children, etc. The results were used to initiate fraud investigations 
against the top 10% of highest risk scores.

30,000 families were wrongly accused of fraud

https://www.wired.com/story/welfare-state-algorithms/
https://www.lighthousereports.com/methodology/suspicion-machine/

https://www.wired.com/story/welfare-state-algorithms/
https://www.lighthousereports.com/methodology/suspicion-machine/
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Rotterdam’s Challenges in Predictive Scoring

• Potential bias in the data collection
• The sample size used for training was too small
• Some data was overly subjective
• Invasive, both during the data collection and 

investigation phases
• Lack of detail in the training data
• Model discriminated based on gender and ethnicity
• Legality of discrimination on the part of an algorithm 

was unclear in this jurisdiction
• Results were purely predictive
• Results were extremely difficult for flagged 

individuals to challenge
• The model did not meet good accuracy or 

performance standards
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Data Availability

Data Fidelity

Expertise

Accuracy

Scalability

Data Security

Robustness

Technical



12th Annual Insider Risk Management Symposium
© 2025 Carnegie Mellon University 9[DISTRIBUTION STATEMENT A] Approved for public 

release and unlimited distribution.]
Advancing Software for National Security

Ethical

Privacy

Fairness

Transparency

Explainability

Accountability

https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai

https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
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Cost

Oversight

Overtrust

Reusability

Change

Expertise

Organizational
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What About Insider Threat?

• There exists a lack of real-world data for training and testing models, 
particularly for third party auditing

• There is a lack of ground truth in existing training data – i.e. it is not always 
clear whether an action or event was actually an insider action that went 
undetected.

• Existing training data is not representative of all types of organizations that 
may want to use AI for insider risk.

• Solutions need to be tuned to an organization before they can be used
• The data for this domain is extremely skewed – i.e. there are very few insider 

incidents compared to non-insider incidents. This impacts how we chose and 
train algorithms.

• “Low and slow” attacks are still less likely to be caught
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The Right Data and Algorithm…

…depends on your specific:
• Use case
• Risk appetite
• Applicable privacy regulations
• Applicable AI laws
• Available data
• Expertise
• Budget
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Doing it Right

Online AI

Detection Risk Scoring

Offline AI

Unknown Unknowns Results Fed Back to Non-AI Phases

Non-AI Detection Options

Rule/Model Based Anomaly Detection

Preventative Polices

Technical Controls
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AI Has Its Place

Use AI in a limited capacity after other 
options have been exhausted

Be realistic about outcomes, cost, and 
effort

Be specific about how and why AI is 
being used

Be involved in the decision process
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Questions
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Contact

Austin Whisnant
Senior Researcher
Insider Risk, CERT, SEI, CMU

Email: abwhisnant@sei.cmu.edu

mailto:abwhisnant@sei.cmu.edu
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Design

Develop

TestDeploy

Use

Some Guidelines
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